©

Pearson
PearsonAccess Next User Accounts Guide
OVEBIVIBW ..ttt sttt s h e bt et b e et e s bt et e s bt e b e e bt e b e s he e b e e ae e b e e ab e bt e ab e bt e b e e bt e b e eb e et e sre e b e saeenbesanenne 2
Creating NEW ACCOUNTS ..ueeiiiiieitetetese ettt sttt ettt et et s bt et e e e s b e s bt et et e ab e s st et e s e sreeme et e b e eheemeenseabesmeemeensesbeenaesenbesseennensens 2
Accessing Admin Option in Training Management SYStemM (TMS) ....c..ocviiririeriiininerieeneniesieesessessesseessessessessssessessensens 2
REVIEWING STAT ACCOUNTS ..utiiiiiiiiiiiiiriietet et ste ettt s et e e etestesbeste e sse st essessesestessesseseesessensensesessessensensesessensensensesessensensenees 3
REPOI ACCESS DY USEI ROIC....ceieiteteee ettt ettt b ettt a e b s bt et e bt s b et e b e ae e b e et et et e st sbenbe b et eneebesbenteneas 4
Manual User ACCOUNT INSEIUCTIONS ....couiieiirieietitetsietei sttt sttt ettt sttt st b st et ebe bt b e enestenis 5
ManNUAIlY ADING USEI ACCOUNTS.....otiuirtirtetetettstesteteie sttt e et stesteste st e be st et et eue et e s bebentebe st et et eneebesbenbentesesbenbensentebesbesbenseneas 5
ManUally Updating USEI ACCOUNTS ......evuirieteietirterteteiestestestetetestesteste st ebestetentesesbesbestentese st estetentebesbesbenteneebesbesentesessessensenens 7
DlEtiNG USEI ACCOUNLS ..eiviriieiiiiinieriteteste st etetesteste et e testesteestessesbesssestessesbesssessessesseessensensessesssensensessesssensessesssensensessessensenses 9
Exporting and Importing User ACCOUNES INSTFUCLIONS ..c..everiirierieriesieresiesiesese sttt sae 10
EXPOrting the USEr ACCOUNT FIlR ...ttt ettt ettt sttt s b et et et e bt s b et et eaeebe st e e et ebesbesbenbeneene 10
IMPOrting the USEr ACCOUNT Fil..c..iiiiiiiiiiiieierieetesteste sttt ettt ste et s b st et et e st e ssaesbesbesbesssesbenbesseessensensesssensensens 11
Preparing the USEr ACCOUNT FIlE . i ittt sttt ste et et st ste et et e st e ssaesbesbesbesssesbenbesseessensensesssensensens 13
RESETLING PASSWOITAS ..veuviieiiieiestestesteste sttt et st st e st st s bbb s b s be s b e s b e st e s b e s be s b e s b e s b e st e sbesbesbesbesbesbesbesbesbesbesbesbesbesbesbeas 14
RESETLING YOUI PASSWOIT.c.uiiuiiiiiinieeieieniesieetesteste st estestestesasestestesteestensessesseessensessesssessensensesssensensessesssensensesseessensessessaensensens 14
Resetting Another User's Password (DAC and AA USEIS ONIY) .ocueiiiiirinieinirieieieenesetet sttt st 16
LOCKEA USEI ACCOUNTES ...ttt ettt ettt ettt st et b et et s bt e bt s b e st e b et e bt st e st ebe s e st sb et en e st eneebensenessenees 17
Enabling and ReStOriNg USEr ACCOUNLS ...ccuiviiiirieriereriesesies sttt st st st st ste st st st sbesbesbesbesbesbesbesbesbessessessessens 17
Users Logging In with Disabled or Deleted ACCOUNTS .....ciciiriiirierenintetenese st esie e st essestesreesessesbesssessessessesssessensens 17
Confirming if User Accounts Are DiSabled OF DEIETEM .....ccucveiririerieerineieieeseseseeseste e s e ssessesseseesessessessesessessassenees 18
ManUAllY ENADBIE USEI ACCOUNLS ...ttt sttt sttt sttt et ettt et e st s bt e b et e bt st et et eneebe st ebe st enesbesbenseneene 20
Enable User Accounts via @ File EXPOIrt/IMPOIT ..c..cceivirierieireniertetetste ettt ettt sttt ese st sttt b st e sae e e sbesbenaenene 22
RESLOre Deleted USEI ACCOUNTS ..cutiuiitiieteeeitrt ettt ettt et et bt b et et e e bt s b e b e e e st s bt b et emeebesb et et eaeebesbe e eneeneebenbenseneene 23
Appendix A - PearsonAccess Next USer ROIE MatriX.....cccveirerieerienininieineietnieeeesee et 25
Appendix B - PearsonAccess Next User Account File INformation ........c.cccceeveveinenineneincnenceseseenees 29



©

Pearson

This guide provides information about PearsonAccess Next user accounts, specific details about how to
manage user accounts in PearsonAccess Next, and the PearsonAccess Next User Role Matrix.

Note: The individual student information available in the secure PearsonAccess Next system is private student data.
Ensure student data privacy is maintained when accessing, printing, or sharing information from the system.

Overview

Creating New Accounts

Refer to Appendix A, PearsonAccess Next User Role Matrix, for specific information on user role permissions while
creating user accounts.

e All District Assessment Coordinator (DAC) user accounts for PearsonAccess Next are created by Pearson within
1-2 business days after receiving DAC and alternate DAC information from the MDE-ORG system on the MDE
website (MDE website > Data Center > Schools and Organizations (MDE-ORG)).

o If changes to a DAC account are needed, update MDE-ORG. For information on updating MDE-ORG,
refer to the New District Assessment Coordinators: Getting Access document (MDE website > Districts,
Schools and Educators > Teaching and Learning > Statewide Testing > District Resources). For
assistance updating MDE-ORG, contact MDE at mde.testing@state.mn.us.

o For all other questions about your DAC account, contact Pearson at (888) 817-8659 or submit a
Pearson help desk request.

e DACs must manage all other PearsonAccess Next user accounts for their district, including creating, updating,
or deleting user accounts.

o DACs can create all PearsonAccess Next users except for another DAC.

o DAC or Assessment Administrator (AA) users do NOT need additional roles added to their account. All
permissions at their organization level (district or school) are included. Adding additional user roles
may limit the permissions of the DAC or AA.

o When a new account is created, the user will receive a “New Account” email with a link to set up their
password. Note: The link is active until used to set up a password. Once used, the link will no longer
work.

e The PearsonAccess Next Training Center is only intended for technology preparation. DACs only need to add
users to the Training Center if they are involved in technology or infrastructure setup. If users already have a
PearsonAccess Next account and have been added to the Training Center, they will receive an “Updated
Account” email confirming they have been granted additional access.

Accessing Admin Option in Training Management System (TMS)

While the Training Management System (TMS) is not directly linked to PearsonAccess Next, DAC or AA users have
access to the Admin option in the TMS (the ability to view or download the record of completed trainings and
document group trainings for all users in their district or school). From January to March, PearsonAccess Next account
information for DACs and AAs is added to the TMS every week. For the rest of year, DAC and AA PearsonAccess Next
account information is added to the TMS every two weeks.

e If you've had an active PearsonAccess Next DAC or AA account for more than two weeks and do not see the
“Admin” option, contact Pearson at (888) 817-8659 or submit a Pearson help desk request. The TMS Admin
option is the only place within the TMS where a PearsonAccess Next username and password is needed.

e For details on how to update or verify a TMS account, see the TMS FAQs (PearsonAccess Next > Resources &
Training > Training). Updating TMS account information does not change account information in
PearsonAccess Next.



https://education.mn.gov/MDE/about/SchOrg/
https://education.mn.gov/MDE/dse/test/district/
mailto:mde.testing@state.mn.us
http://download.pearsonaccessnext.com/ref/WebToCase.html?p=MINNESOTA
http://download.pearsonaccessnext.com/ref/WebToCase.html?p=MINNESOTA
http://download.pearsonaccessnext.com/ref/WebToCase.html?p=MINNESOTA
http://minnesota.pearsonaccessnext.com/training/
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Reviewing Staff Accounts

DACs must annually review users within PearsonAccess Next to ensure accounts are up to date. Note: User accounts
are not tied to a specific test administration (e.g., MCA 2021). User account management tasks, including creating,
updating, and deleting user accounts, can be completed at any time in PearsonAccess Next.

Tip #1: In late summer, create, enable, or restore AA accounts so they can help manage other user accounts at their
school. The Users with Role Access operational report provides a list of all user accounts for a specific user role (e.g.,
Assessment Administrator), including last login date, at the user's organization.

From the PearsonAccess Next Home page, under Reports, select Operational Reports. Select the checkbox next to
the Users report category and then select Users with Role Access.

Operational Reports

Report Categories

Students & Reqistrations

) Users
Online Testing

Users With Org Access
List of all users with access to the selected organization

Orders & Shipment Tracking
Users
Lisers With Role Access

List of all users with the selected role

e Under Role select the user role to see all users with that user role at that organization.
o If new staff accounts are needed, refer to the Manually Adding User Accounts or Importing User Accounts
sections.
o If current staff accounts need updating, refer to the Manually Updating User Accounts section.
¢ Under Disabled and Deleted filter, you have the option to exclude or include disabled or deleted users. If
chosen to include, the report will include a disable and delete date(s).
o If staff accounts are disabled or deleted and need to be reactivated, refer to the Enabling and Restoring
User Accounts section.
o If staff accounts are no longer needed (i.e., for staff who are no longer at the district), refer to the
Deleting User Accounts section.

Tip #2: In early fall, export a list of all user accounts at your organization to view all users in your district. Export this
list of existing users following step 3 in the Importing and Exporting the User Account File section. If staff accounts are no
longer needed (i.e., for staff who are no longer at the district), refer to the Deleting User Accounts section.

Tip #3: In late fall, confirm user account activity so all user accounts are active by spring testing. To confirm user
account activity, refer to the Confirming if User Accounts are Disabled Deleted section. Note: Most users do not log in to
PearsonAccess Next between test administrations. By spring testing, most accounts are disabled due to inactivity.

For an overview of PearsonAccess Next user role management, including a timeline of suggested user management
activities, refer to the User Account Management in PearsonAccess Next infographic (PearsonAccess Next > Resources &
Training > User Guides).



http://minnesota.pearsonaccessnext.com/user-guides/

©

Pearson

Report Access by User Role

Report access in PearsonAccess Next depends on the user’s role. Refer to Appendix A, PearsonAccess Next User Role
Matrix, for detailed information on reporting access by user.

e Users with the DAC or AA user role automatically have access to all results in their district or school.

e Users with the Test Monitor/Data Entry or MTAS Score Entry user role must annually be assigned to reporting
groups in order to access applicable results for their students. See the Reporting Groups User Guide for details
(PearsonAccess Next > Reporting Resources > Additional Reporting Resources).

Longitudinal Reports| Historical Student |On-Demand Reports| Published Reports
and Export Data
District Assessment Ves
Coordinator (DAC)
Assessment Ves
Administrator (AA)
Test Monitor/Data Entry No Yes, if assigned to Yes, if assigned to No
a Reporting Group a Reporting Group
MTAS Score Entry No Yes, if assigned to Yes, if assigned to No
a Reporting Group a Reporting Group
Technology Staff
No



http://minnesota.pearsonaccessnext.com/additional-services/
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Manual User Account Instructions

DAC and AA user roles can create or update user accounts manually in PearsonAccess Next.

If only a few user accounts need to be created or updated, it is recommended to make the changes manually. If many
user accounts need to be created or updated, see the Importing User Accounts Instructions section.

Manually Adding User Accounts

1. From the Home page, under Setup, select Users.

Select an action

| Import / Export Data
A stug  Students
Organizations

USErs e
Orders & Shipment Tracking

* Welc

Selectan  TestNav Configurations

TESTING

Select an action =

personally identifiable information (Pll); ensure student dat)
from external access or use.

menus under an icon to begin a task.

2. Select the dropdown menu to the right of the

Start button and select Create / Edit Users. £ Tasks 0 Selected B user]
Select Tasks 7 Manag
All Tasks N

Find Users

Creale / Edit Users

Reset Passwords

Delete / Restore Users
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3.

On the New User screen, enter the required information as indicated by the asterisks (¥).

4.

Selected Organizations*

Selected Roles*

Account: No action needed, enabled is the default.

Note: The system auto disables a user account after an inactivity period of 240 days.

First Name*

Last Name*

Active Begin Date: Optional field that can be used to enter a specific date for which a user’s access should
begin. If left blank, user will receive the “New Account” email and be able to login upon account creation. If the
date entered is in the future, the “New Account” email will not be sent until that date. The year must be
entered as a four-digit number (Example: 03/03/2021).

Active End Date: Optional field that can be used to enter a specific date for which a user’s access should end.
The year must be entered as a four-digit number (Example: 05/30/2021).

Delete Date: Field will be grayed out unless user is deleted.

Note: The system automatically deletes a user account after an inactivity period of 390 days.

Email*

Username*: When you enter an email for your new user, the username will auto-populate as their email.
While this can be edited, the user's email address is the recommended username.

Select Create.

Create / Edit Users

USERS (0) DETAILS
New User

Selected Organizations®

% CFL MIDDLE 301 (5555-09-301)
Selected Roles”

= Test Monitor/Data Entry
Account

Enabled v

First Name* Active Begin Date

Sample

# Active End Date
Last Name*

Teacher
Delete Date
e

Email*
sample.teacher@school.us

Username*

sample teacher@school.us

* Required

Note: The PearsonAccess Next Training Center is only intended for technology preparation. The majority of users
will only need access to PearsonAccess Next. If a user needs access to the Training Center, the DAC or AA will need
to create a user account in the Training Center. If the user already has a PearsonAccess Next account, the DAC or
AA will need to create the Training Center user account using the same username used for the PearsonAccess
Next user account. Using the same username links the two accounts so the user will only need one set of login
credentials to access both sites.
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Manually Updating User Accounts

1. From the Home page, under Setup, select Users.

2. Use the filters on the left to find users or select
the dropdown arrow right of the Search box to
show all results. Only active users will appear in
the initial search. Select the checkbox next to the
username(s) you want to update.

Note: To find disabled or deleted users, under
Account Status select Disabled or Deleted from
the dropdown menu.

3. Select the dropdown menu to the right of the
Start button and select Create / Edit Users.

TESTING

Select an action

Select an action ~

lplersonally identifiable information (Pll); ensure student dat]
from external access or use.

Import / Export Data
A st Swdents
Organizations
Users ff——m—
Orders & Shipment Tracking

Selectan  TestNav Configurations

* Welct

menus under an icon te begin a task.

BB Tasks 0 Selectec

Select Tasks

Find Users

Filters I Clear Hide 3 Results

Restrict to selected organization

First Name Usermame* First Name® Last Mame"
MMAAZD1E @ Dana Kopren
ANTECH2018 0
Username ¥ MNTECH2018 dana kopren
Li]
# MTASSE2016 Dana Kopren
[i]
SR

Account Status

Select v

Deleted
Disabled

= Tasks 0 Selected = User{
Select Tasks - m IManag|
All Tasks L

Find Users

Create / Edit Users

Resel Passwords

Delete / Restore Users |
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4. The user(s) selected are displayed on the panel to usERs (2) DETALS
the left. If you selected multiple users, confirm © creae sers MTASSE2016
that the user you want to update is selected et rgentons
(highlighted in blue). Enter or make changes to ([ CFL CONTROL DISTRICT 5255 (555505000
the user information and select Save. selected Foles

x MTAS Score Eniry

Account

Note: Email and Username are the only fields

Enabled

that cannot be edited on this page. If you need to First Name' Active Begin Dite
change either of these (e.g. if a user's email e | =
. . “ Active End Date
address is used as the username and it changes), st amer -
delete the current account, and create a new o  peletepate
account for the user. Email -
dana.kopren@pearson.com
Username*
MTASSE2016
* Required
Reset

Note: Users can change their own email by CFL CONTROL DISTRICT 5555 (5555-09-000) ~
selecting the User dropdown in the top right and
selecting Your Account.
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Deleting User Accounts

1. From the Home page, under Setup, select Users.

2. Use the filters on the left to find users or select the
dropdown arrow to the right of the Search box to
show all results. Only active users will appear in the
initial search. Select the checkbox next to the
username(s) you want to delete.

3. Select the dropdown menu to the right of the Start
button and select Delete / Restore Users.

4. Select the checkbox next to the username(s) you want
to delete and select Delete / Restore.

TESTING

Select an action Select an action -~

Import / Export Data

A Stul Students personally identifiable information (Pll); ensure student daf]

Organizations from external access or use.

Users
Orders & Shipment Tracking

* Welc

Selectan  TestNav Configurations menus under an icon to begin a task.

= Tasks 0 Selectec

Select Tasks

Find Users

Kopren Q Search -

Filters I Clear Hide 3 Results

Restrict to selected organization

First Name Usermname® First Name® Last Name®
MNAAZDIE @ Dana Kopren
Usemame # MNTECHZD1E dana kopren
1]
¥ MTASSE2016 Dana Kopren
L_Account Statije L

= Tasks 0 Selected User]
SelectTase ‘em e
All Tasks ]

Find Users

Create / Edit Users

a5t Name or Email starts with Reset Passwords

Delete / Restore Users

Delete / Restore Users

Delete / Restore Users

Username™ First Name* Last Name* Email*
¥ MNTECH2018 @ Dana Kopren dana. kopren@pearson.com
¥ MTASSE2016 0 Dana Kopren dana.kopren@pearson.com
* Required

Delete f Restore Reset

Note: A deleted account will remain in the system and can be restored by a DAC or AA. To restore a user, refer to the

Restore Deleted User Accounts section.
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Exporting and Importing User Accounts Instructions

DAC and AA user roles can create or update multiple user accounts by importing a file directly into PearsonAccess
Next.

It is recommended to import a file if many accounts need to be created/updated. If only a few user accounts need to
be created/updated, see the Manual User Accounts Instructions section.

There are two ways to create a file: 1) export an existing user file from PearsonAccess Next, make your desired
changes, and import the updated file back into PearsonAccess Next, or 2) create a new file and import it into
PearsonAccess Next. It is recommended to export an existing user file from PearsonAccess Next so that you can
simply edit existing information. To edit an existing file, refer to the Exporting the User Account File section. To create a
new file, refer to the Preparing the User Account File section.

Note: User accounts can only be deleted manually; see the Deleting User Accounts section for details.

Exporting the User Account File

1. To export the list of existing users you have access to
in PearsonAccess Next, from the Home page, under TESTING

Setup, select Import / Export Data.

Import / Export Data

A Sll.lll Students personally identifiable information (PII); ensure student da:

Organizations from external access or use.

Users
* Welc
Orders & Shipment Tracking

Selectan  TestNav Configurations menus under an icon to begin a task.

2. Select the dropdown menu to the right of the Start Import / Export Data
button and select Import / Export Data. —— =
Select Tasks = Man|

All Tasks L

Find Fill
ind Files Import / Export Data

View File Detalls

3. From the Type dropdown menu, select User Export.
Select the checkbox next to “Include Deleted Users” if
you want deleted users included in the file. Select
Process. Type*

User Export v

¥ Include Deleted Users

10
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4. After you select Process, you will see the file
information listed on the View File Details tab. The file sty e 5
status displays under Details at the top of the page. compite

Select the refresh symbol next to Details to refresh
the page as needed as the file is processing.

File Information

Type Organization
L CFL CONTROL DISTRICT 5556 (555509

You will receive a Status Notification email when the R
file has completed processing. Select Download File R e e
when the file has completed processing. )
Parameters
Steps
Note: See the table below for a list of statuses and explanations.
Status Explanation
Pending File is queued for processing.
Complete Saved information for all records in the file.
Complete with issues Some records were not saved, see the error list for details.

5. Make the desired changes to the file using Appendix B, PearsonAccess Next User Account File Information, as needed.
Save your file to your computer and follow the steps in the Importing the User Account File section.

Importing the User Account File

1. Toimport the file, from the Home page, under Setup,
select Import / Export Data.

TESTING

Select an action Select an action -

Import / Export Data

|
A st stugents personally identifiable information (Pll); ensure student datj
from external access or use.

Organizations

Users
* Welc
Orders & Shipment Tracking

Selectan  TestNav Configurations menus under an icon to begin a task.

2. Select the dropdown menu to the right of the Start Import / Export Data
button and select Import / Export Data. —— -
Select Tasks .. Man|
All Tasks L
Find Files

Import / Export Data

View File Details

[N
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3.

From the Type dropdown menu, select User Import.
Select the Choose File button and select the file from
your computer that you will import. Select Process.

You will receive a Status Notification email when the
file has completed processing. To have others receive
a notification email, enter their email in the Additional
e-mails field.

Note: If you import multiple versions of the file, the
data in the system will be updated to reflect any
changes to existing records and to add any new
records.

4. After you select Process, you will see the file

information listed on the View File Details tab. The file
status displays under Details at the top of the page.

Import / Export Data

Type’

User Import v

Source File Additional e-mails

Choose File |No file chosen
L

Import / Export Data View File Details
FILES (1)

DK _test 725_b.csv

DETAILS &

Complete

Saved information for all records in the file.

File Information

Type Organization

User Impart CFL CONTROL DISTRICT 5555 (5555-09-
Name 000)

DK_test 725_b.csv User
Request Date MNDAC2016

071252018 03:40:26 PM
Total Records

1
Successful Records

1
Error Records

0

Download File @

Steps

step Message

Import Complete

Note: See the table below for a list of statuses and explanations.

Status

Explanation

Pending

File is queued for processing.

Complete

Saved information for all records in the file.

Complete with issues

Some records were not saved, see the error list for details.

12
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Note: To view any file(s) you have previously imported or
exported, from the Home page, under Setup, select
Import / Export Data.

e Select the checkbox next to the file(s) in the data
grid.

o To narrow your results, under Find Files,
select the box that says “Name starts with”
and begin entering part of the file name, and
select Search.

o If you have trouble finding your file(s), select
one or more options in the Status or Type
filters on the left, and select Search.

e Select the dropdown menu to the right of the
Start button and select View File Details.

e Ifyou selected more than one file, then select the
file you want to view or download from the Files
list at the left.

Import / Export Data

= Tasks 0 Selected

Select Tasks -

Find Files
Filters Clear Hide 27 Results
Status
Select one or more | RequestDate Name
Type iy (4 07/25/2018 DK_test_725_b.csv

Cnfrrt e 03:40:26 PM
Select one or more

Import /| Export Data

B Tasks 0 Selected

Sehect Tasks

Kan
All Tasks

Find Files . . B
Irmport | Export Ciata

Preparing the User Account File

If you wish to create a new file, access the PearsonAccess
Next Importing User Accounts File Layout (PearsonAccess
Next > Resources & Training > User Guides >
PearsonAccess Next Resources) and enter the
information using Appendix B, PearsonAccess Next User
Account File Information, to create the user account file.
Then, follow the steps in the Importing the User Account
File section.

Minnesota Statewide Assessments

#Home @ PearsonAecess Next M Re Tuinge  @hPreparing for Testingw  #Technology 8 Reporting Resources @ MDE Updates »

©Suppont

€7 User Guides

Access instructional guides and resources for statewide testing.

MCA User Guides MTAS User Guides & Administration Resources

MCA Online Testing User Guide - Caming Winter 20213 MITAS Task Adminisaration Marusal - Coring FalWinter 20203
MCA Data Eniry User Guide - Coming Winter 20213 Leamer Characlesistics Inventory - Coming FallWinter 2020 »

Data Colloction Fosm - Coming FallWintor 2020

MTAS Data Entry User Guide - Coming Winter 2021 >

PearsonAceess Nex User Accounts Guide (2019-20) » Recelving Secure Tes! Materias - Coming FallWinter 2020 »

User Account Management in PearsonAccess Next (2019-20) » Retuming Secure Test Materials (2019.20) »

I PoarsonAccess Noat mporing Uses Accounts Fila Layout > Viewing Tost Malerial Rogorts and Tracking Information - Coming FallWindor
2202

Operational Reparts in PearsonAccess Next User Guide (2018:20)»
Ondering Adcitional Test Matesials. - Corming FaltWinter 2020 >

_mws-zo,-
‘Accessing the Secure Materils Status Report (2019-2020) >

2
3
<
3
g
=|
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Resetting Passwords

As a security feature, passwords are valid for 180 days. All users can reset their own password at any time. The
following automated notification emails are sent to users with instructions to reset their password as follows:

e “Password Expiration Notification” email sent 7 days prior to a password expiring
e “Password has Expired” email sent when a password has expired

Note: If a user's account is disabled or deleted, resetting a password will not enable or restore the account. Follow the
steps in the Enabling and Restoring User Accounts section.

See the table below for details on which user roles have the ability to reset another user’s password.

User Role Ability to Reset Another User Role’s Password

District Assessment Can reset other user role passwords except other DACs.
Administrator (DAC)

Assessment Administrator (AA) | Can reset other user role passwords, including another AA, but cannot reset a
DAC's password.

Technology Staff Can only reset their own account.
Test Monitor / Data Entry

MTAS Score Entry

This section provides instructions for the following:
e Resetting your password

e Resetting another user’s password (DAC and AA users only)

Resetting Your Password

Users can reset their password by following the link in the automated “Password has Expired” notification email or by
going to PearsonAccess Next to reset. To reset on PearsonAccess Next:

1. From the PearsonAccess Next login screen, select
Forgot Password.

PecarsonAccess

Username

sample.user@schools.k12.mn.us

Password

Forgot Username | Forgot Password | Support

14
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2. Enter your username and email. Select Request
Password Reset. Forgot Password
Username
Sample. User@district k12.us G
Email

Sample. User@district k12 us e

Request Password Reset Cancel

Jsemame IS not case sensitive

3. You will receive a “Password Reset” email which will include a link to reset your password. Select the link to reset
your password.

4. Enter your new password and confirm the password. Reset Password
Select Update Password.
Username

Note: Passwords must be between 8 and 32 sample User@district k12.us
characters long, cannot be any of the last 5

passwords used and must contain 3 out of the 4 Reset Token

character types listed below: 66195137-2660-4a39-a4d3-c88c46a156bb:2
Uppercase New Password
Lowercase
Number
Special Character except<>"'"-"; Confirm Password

Update Password Cancel

5. Once you update your password, you can sign in to PearsonAccess Next. You will receive a “Reset Password
Success” email as confirmation.

15
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Resetting Another User's Password (DAC and AA users only)

Reminder: DACs can reset other user role passwords except for another DAC. AAs can reset other user role
passwords, including another AA, except for a DAC.

1. From the Home page, under Setup, select Users.

TESTING

Select an action Select an action ~

Import / Export Data

A SII.IIl Studenis persenally identifiable information (PIl); ensure student dat

Organizations from external access or use.

Users gf——
Orders & Shipment Tracking

* Welc

Selectan TestNav Configurations menus under an icon to begin a task.

2. Use the filters on the left to find users or select the _

dropdown arrow to the right of the Search box to Y ——
show all results. Only active users will appear in the
initial search. Select the checkbox next to the — d]
username(s) you want to reset.

Find Users

Filters Clear Hide

Restrict 10 selected organization

First Name Username” First Nama"

Asdemolc @ Dana

na- Dana

Username bana- Hans
MDE1E @

¥ MMAAJDIEE& Dana

Account Status @ MNTECH2018 dana

[i]

3. Select the dropdown menu to the right of the Start

button and select Reset Password. = Tasks 0 Selected  User
Select Tasks - IManag|
All Tasks L
(AL s Creale / Edit Users
Kopren Resel Passwords
Delete / Restore Users

4. Select the checkbox next to the username(s) you want Tasks for Users
to reset and select Reset Passwords.

Reset Passwords

Note: The user will receive a “Password Reset” email

which will include a link to set up their password. Reset Passwords

Once they reset their password, they will then receive 2 [Username® First Name*
a “Reset Password Success” email as confirmation. It 4 MNAA2015 @ Dana

is best practice for the user to log in to PearsonAccess ¢ MNTECH2018@  dana

Next using their new password and confirm access.

* Required

Reset Passwords Reset
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Locked User Accounts

As a security feature, PearsonAccess Next automatically locks user accounts after five consecutive invalid login
attempts. Locked user accounts can be unlocked by resetting the password.

Enabling and Restoring User Accounts

As a security feature, PearsonAccess Next automatically disables or deletes user accounts when a user is not active for
a specified number of days:

e User accounts are disabled after 240 days of inactivity.
e User accounts are deleted after 390 days of inactivity.

This section provides instructions for the following:

e Confirming if user accounts are disabled or deleted in PearsonAccess Next.
e Enabling disabled user accounts manually or via file export/import.
e Restoring deleted user accounts manually in PearsonAccess Next.

User accounts that are both disabled and deleted will need to be both restored and enabled before the user account
is active. Refer to the Restore Deleted User Accounts section to manually restore the user account. After the account is
restored, refer to the Manually Enable User Accounts section to manually enable the user account.

Note: DACs must contact Pearson to enable or restore their account. DACs should confirm MDE-ORG is up-to-date and
that they are listed as the DAC before contacting Pearson to enable or restore their account.

Users Logging In with Disabled or Deleted Accounts

Users with a disabled or deleted account will still be able to reset their own passwords. However, resetting the user’s
password does not enable or restore the user's account. Users who attempt to sign in when their account is disabled
or deleted will see the following error message, even if their password has been reset.

PearsonAccesst

User has not yet been created in this website and therefore does not yet have assigned authorization privileges.

Please contact a representative to assist you in the user creation process in order for you to gain appropriate access.

o

Users who receive this message will need to have their account enabled and/or restored by a user with a DAC or AA
user role by following the steps below.
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Confirming if User Accounts Are Disabled or Deleted

User accounts are disabled after 240 days of inactivity. By spring testing, most user accounts are disabled, as users
generally do not log in between test administrations. For example, if a user has not logged in to PearsonAccess Next
since mid-April when monitoring a test session, their account would be automatically disabled by early December. As
a general rule, if a user's last login date falls anywhere after October, their account will be active throughout the spring
test administrations.

Tip 4: In late fall prior to the spring test administration, confirm user account activity and see if any accounts are
disabled or deleted. To see a list of all users with access to the selected organization, including last log in date, view
the Users With Org Access Operational Report in PearsonAccess Next.

From the PearsonAccess Next Home page, under Reports, select Operational Reports. Select the checkbox next to
the Users report category and then select Users with Org Access.

Operational Reports

Report Categories

Students & Registrations
: Users
Online Testing
Orders & Shipment Tracking Users With Org Access
List of all users with access to the selected arganization
Users
Users With Role Access

List of all users with the selected role

¢ Under Organization select the school to see all users at that organization. The report provides the date users
last logged in to PearsonAccess Next. If user accounts will be disabled by spring testing due to inactivity,
consider the following:

o

Refer to the Reset Your Password section and email users to have them reset their own password. After
resetting their password, the user must log in to PearsonAccess Next to reset their account activity
timeline.

Refer to the Resetting Another User’s Password (DAC and AA users only) to reset user passwords. The user
will receive an email with a link to reset their password. After resetting their password, the user must
log in to activate their account.

Tip: Prior to resetting user passwords, consider emailing staff to let them know they will receive an
automated email from PearsonAccess Next with a link to reset their password. Encourage staff to reset
their password and then log in to PearsonAccess Next so their accounts are active for spring testing.

e Under Disabled and Deleted filter, you have the option to exclude or include disabled or deleted users. If
chosen to include, the report will include a disable and delete date(s).

o

If staff accounts are disabled or deleted and need to be reactivated, refer to the Enabling and Restoring

User Accounts section.
If staff accounts are no longer needed (i.e., for staff who are no longer at the district), refer to the
Deleting User Accounts section.
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1. From the Home page, under Setup, select Users.

TESTING

Select an action Select an action =

Import / Export Data

A Stull Students personally identifiable information (Pll); ensure student daf]

Organizations from external access or use.

Users gfm—
Orders & Shipment Tracking

* Welet

Selectan  TestNav Configurations menus under an icon to begin a task.

2. Onthe left-hand side, under the Account Status _

filter, select either Deleted or Disabled to search for
. = Tasks 0 Selected
only accounts that are disabled or deleted.

Select Tasks

1 —
Find Users
Filters Clear Hide

Restrict to selected organization

First Name

Username

Account Status

Select v
Deleted
Disabled

3. Ifanaccountis disabled, you will see the disable date and disable reason columns populated. Accounts that have
been disabled due to inactivity will have a disable reason of “Inactive.”

For deleted accounts, the delete date column is populated. Deleted accounts are not removed from the system.

Username* First Name* Last Name* Email* Disable Date Disable Reason Delete Date Active End Date Active Begin Date
MNMTASD2016 @ Dana Kopren dana.kopren@pearson.com 11/10/2016  Inactive

KallausMTAS @ x Sue Kallaus sue kallaus@pearson.com 03/14/2045  no 02/25/2016  02/26/2016

AntiIMTAS € % lisa antill lisa.antill@pearson.com 03/14/2016  no 02/25/2016

Disabled user accounts can be enabled manually or via a user file export/import. User accounts that have been deleted
must be manually restored.
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Manually Enable User Accounts

1. From the Home page, under Setup, select Users.

TESTING

Select an action Select an action

‘ Import / Export Data
A st students personally identifiable information (PIl); ensure student dat]

Crganizations from external access or use.

USers fm——

* Welct
Orders & Shipment Tracking
Selectan  TestNav Configurations menus under an icon to begin a task.
2. On the left-hand side, under the Account Status filter, i Usere
select Disabled to search for only accounts that are -
disabled. orE s

Filters Clear Hide

Restrict to selected organization

First Name

Username

Account Status

Select v

Deleted
Disabled

3. Select the checkbox next to the username(s) you want

to ena ble = Tasks 0 Selected Userl
Select Tasks - m Manag
All Tasks
Find Users

Create / Edit Users

kopren Reset Passwords

Delete / Restore Users

4, Select the dropdown menu to the right of the Start Filters Clear Hide 3 Results
Restrict to selected organization
button, and select All Tasks.
First Name Username* First Name* Last Name® Email*
Starts with MNAA2016 @  Dana Kopren dana kopr|
Username
¢ MNMTAS16@ Dana Kopren dana kopr|
Account Status MNMTASD2016 Dana Kopren dana kopr
Oxo

Disabled A

USERS (1) DETAILS

5. Under Create/Edit Users, on the User Details page,
select the username on the left-hand side. Under the P . o -
Account dropdown menu, change from Disabled to S o e
Enabled. Select Save.

Note: Some accounts may have the status of both
Disabled and Deleted. For these accounts, after an
account is enabled, see the Restore Deleted Users
Accounts section to manually restore the user account.
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6.

Select the Reset Passwords tab to reset the user’s
password. Select the checkbox next to the username(s)
you want to reset and select Reset Passwords.

Note: The user will receive a “Password Reset” email
which will include a link to set up their password. Once
the user resets their password, they will then receive a
“Reset Password Success” email as confirmation. The
user MUST log in to PearsonAccess Next using their
new password to enable their account.

Note: Users can also reset their own password by
selecting Forgot Password on the PearsonAccess Next
login screen.

Create / Edit Users Reset Passwords Delete / Restore Users

Reset Passwords

Username® First Name* Last Name® Email®
v MNMTAS16© @ Dana Kopren dana.kopren@pearson.com
* Required
Reset Passwords Reset
PearsonAccess

Username

sample.user@schools.k12.mn.us

Password

Forgot Username | Forgot Password | Support

s Not case sensitive

rd is case sensitive
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Enable User Accounts via a File Export/Import

1. From the Home page, under Setup, select Import /
Export Data. TESTING

Select an action Select an action ~

Import / Export Data

A stul| Students personally identifiable information (PlI); ensure student datj
Organizations from external access or use.
Users
* Welc(
Orders & Shipment Tracking

Selectan TestNay Configurations menus under an icon to begin a task.

2. Select the dropdown menu to the left of the Start Import / Export Data
button and select Import / Export Data. Select Start. S

Select Tasks -

M & import / Expert Data

I Wiew File Details

3. From the Type dropdown menu, select User Export
and select Process.

Type*
User Export v

Note: Deleted users cannot be restored through a file
import. Do not select Include Deleted Users when
exporting a file to enable disabled users. Include Deleted Users

4. After you select Process, you will see the file
information listed on the View File Details tab. The file rLEst PETALSE
status displays under Details at the top of the page. Conphete

File is ready for download

Select the refresh symbol next to Details to refresh the
page as needed as the file is processing.

File Information

Type Organization
User Export CFL CONTROL DISTRICT 5558
000)

User
MNDAC2016

Download File @

You will receive a Status Notification email when the
file has completed processing. Select Download File
. . Parameters
when the file has completed processing.
The file will open in Excel as a .csv file. Stops

step

Export

5. Change the text in the disabled column from “Yes" to “No” and remove the text in the Disable Reason column so
that field is blank.

First Name Last Name Email Authorized Organizations Roles Active Begin Date Active-End Date Disabled Disable Reason
Dana Kopren dana.kopren@pearson.com 5556-02-101 MTAS_Score_Entry:Test_Monitor_DataEntry MNo

6. Save the updated file as a .csv file.

7. Import the user account file using the instructions in the Importing the User Account File section.
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Note: After an account is enabled, see the Resetting Another User’s Password (DAC and AA users only) section to manually
reset the user's password.

Note: Some accounts may have the status of both Deleted and Disabled. For these accounts, after an account is
enabled, see the Restore Deleted Users Accounts section to manually restore the user account.

Restore Deleted User Accounts

User accounts that have been deleted are still in PearsonAccess Next, but they must be manually restored.

1. From the Home page, under Setup, select Users.

TESTING

Select an action Select an action

‘ Import / Export Data
A st students personally identifiable information (Pll); ensure student dat|
Organizations from external access or use.
Users e
* Welct
Orders & Shipment Tracking

Selectan  TestNav Configurations menus under an icon to begin a task.

2. Onthe left-hand side, under the Account Status filter,
select Deleted to search for only accounts that are
deleted.

Find Users

Filters Clear Hide

Restrict to selected organization

First Name
Username

Account Status

Select A

Deleted
Disabled

3. Select the checkbox next to the username(s) you want
to restore.

= Tasks 0 Selected = use
Select Tasks Manag
All Tasks
Find U:
it Create / Edit Users
Reset Passwords
Delete / Restore Users
Filters Clear Higde 2 Results
. o Reslrict 10 selected organization
4, Select the dropdown menu to the right of the Start
First Name Username® First Name* Last Name® Email*
bUttonl and SeleCt A" TaSks' ——p @ MNMTAS16  Dana Kopren dana kopre
Ox
Username MNMTAS2016 Dana Kopren dana kopre
mnmias ox
Account Status
Deleted v
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5' On the Delete / Restore Users tab, SeleCt the Create [ Edit Users Reset Passwords Delete / Restore Users
checkbox next to the username(s) and select Delete /
Restore. Delete / Restore Users
Username* First Name* Last Name* Email*
MMNMTAS16 @ x @ Dana Kapren dana kopren@pearson com
* Required
6. Most deleted accounts are also disabled. To enable a
restored account, select the Create/Edit Users tab. e i R
On the User Details page, select the username on the Foremes g . i
left-hand side. Under the Account dropdown menu,
change from Disabled to Enabled. Select Save.

7. Select the Reset Passwords tab to reset the user’s AR AT D

password. Select the checkbox next to the
username(s) you want to reset and select Reset
Passwords.

Reset Passwords

Username* First Name* Last Name* Email*

. . . ¢ MNMTAS16@ @ Dana Kopren dana.kopren@pearson.com
Note: The user will receive a “Password Reset” email

which will include a link to set up their password. " Required

Once the user resets their password, they will receive —
a “Reset Password Success” email as confirmation.
The user MUST log in to PearsonAccess Next using
their new password to enable their account.
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Appendix A - PearsonAccess Next User Role Matrix

PearsonAccess Next User Role Matrix

This table provides the tasks that each user role is able to access in PearsonAccess Next. Tasks are organized by the

-

corresponding pages. i) <

Note: Users only have access to data at the organization level to which they are assigned (district or school) and the . 5 & S S

organizations below it. g S 5 © ? ..E > g
(] = )

Users with the DAC or AA role do NOT need any additional user roles added to their account because all B ._g £ -2 _g § g &

permissions at their organization level (district or school) are already included. Adding additional user roles to either .E 5 § E < 2 5 :<'_:’

the DAC or AA account may limit the permissions of the DAC or AA. a8 £3% 2 23 s

Setup

Import / Export Data

View and export lists of students o L o o L

View and export lists of staff user roles o L

Upload staff user roles o L

Upload reporting groups and assign Test Monitor/Data Entry and MTAS Score Entry users to reporting groups L L

View and export On-Demand Reports L L4

View and export Longitudinal Reports (district level) ° o

Students

View student enrollment data L L o o L

Enter LCl data (MTAS only) L] ° ®

View a student's assigned test details, including accommodations and linguistic supports L L L4 L4 L
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PearsonAccess Next User Role Matrix w u
") < (=)
< o S p.
(=) ﬁ = [

= =

View Historical Student Data (for students currently enrolled in your district. The DAC/AA must assign the Test

Monitor/Data Entry or MTAS Score Entry user to a reporting group(s) in order for the user to access historical o o L

student data.)

Organizations

View organizations L L

View contacts o o

Users

Note: Technology Staff can only view other Technology Staff, Test Monitor/Data Entry, and MTAS Score Entry user roles. Test Monitor/Data Entry and MTAS

Score Entry user roles cannot view or create other user roles.

Create / Edit users (DACs can create other PearsonAccess Next user roles except for another DAC. AAs can create

other user roles, including another AA, except for a DAC user role.) *

Reset passwords for other users °

Delete or restore users L4

Orders & Shipment Tracking

Create, edit, or cancel additional orders (only pending orders may be cancelled) L

TestNav Configurations

Create, edit, or delete TestNav and Proctor Cache configurations L o
Proctor Cache

Proctor cache by test ° °
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PearsonAccess Next User Role Matrix w i
£ 03|88 ¢
[a) - E E

Testing

Student Tests (MTAS only; MTAS Score Entry users can only enter data for those student tests assigned to them by the DAC or AA user role)

Assign, change, or remove teacher assignments L L

Enter MTAS scores ° L L

Test Sessions (MCA only)

Create, edit, or delete test sessions o L o o

New for 2020-21: Create test sessions, add/remove students from test sessions, and move students between test

sessions through a file import ¢ ¢

Students in Sessions (MCA only)

Add students to, prepare, start, stop, resume, and refresh test sessions; unlock and lock student tests L L L L

Print student testing tickets and session student rosters o L o o

View student testing progress ° L ° °

Move students between sessions and remove students from sessions o L o o

Mark student tests complete and/or enter a test/accountability code L4 L

New for 2020-21: Create reporting group from test session ° °

Reports

Operational Reports
° ° ) ) °

Access administrative reports (reports are available based on the tasks to which a user role has access)
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PearsonAccess Next User Role Matrix

DAC

Tech
TM/DE
MTAS SE

Reporting Groups (Users with the DAC/AA role have access to all reports in their district or school; DAC/AAs should NOT be assigned to reporting groups.)

Create and manage reporting groups, either manually or through a file import. L L

Score Entry Reports (MTAS only; MTAS Score Entry users can view reports only for assigned students)

View the score entry status and summary reports L4 L L
Results Reporting

Published Reports (DACs have access to all published reports for their assigned organization. AAs have access to the published reports for the
organization level to which they are assigned, district or school.)

View Published Reports o L

On-Demand Reports (The DAC/AA must assign the Test Monitor/Data Entry or MTAS Score Entry user to a reporting group(s) in order for the user to
access on-demand reports.)

View On-Demand Reports o L o L

Historical Student Data (For students who previously tested in your district; the DAC/AA must assign the Test Monitor/Data Entry or MTAS Score Entry

user to a reporting group(s) in order for the user to access historical student data.)

View Historical Student Data ° ° ° °
Longitudinal Reports
View Longitudinal Reports o o

Training Management System (TMS)

Administrative Functions (The ability to view or download the record of completed trainings and document group trainings for all users in their district

or school.)

Note: While the TMS is NOT a part of PearsonAccess Next, having a DAC or AA user role provides those users access
to the Admin option
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Appendix B - PearsonAccess Next User Account File Information

File column descriptions and important notes are below.
e File mustinclude the header row.
e Fields marked as optional must still be included in the file; leave the field blank if not including a value.
e File must be saved in a comma delimited (csv) format.
e If updating a user’s information, the existing record will be matched to the new record based on the

username.
CSV File | Column Max Field Description Field Notes
Column | Heading Length
Required. Not case sensitive.
Valid values are:
C or c (create new user)
U or u (update user)*
Contains the code If attempting to create a record and the username
: representing the action | provided already exists in the system, the existing
A Action 1 . . :
to be taken for the record will update with the newly imported record as
record. long as the existing user’'s email and username
matches the information in the import file.
If attempting to update a record and the username
provided does NOT already exist in the system, the
record will error.
*Username and email cannot be updated.
Contains the username. | Required. Not case sensitive.
B Username 100 b .
Must be unique. Recommended username is the user's email address.
. Contains the user's first | Required.
C First Name 50
name.
Contains the user's last | Required.
D Last Name 50
name.
Required. Not case sensitive.
. Contains the user's Must be in valid email format.
E Email 100 email address
’ When a new user account is created, a notification
email is sent to this address.
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CSV File | Column Max Field Description Field Notes
Column | Heading Length
Required. Not case sensitive.
Delimited field. Organization codes are 9 digits
comprised of District Number (4 digits), District Type (2
Contains the digits), School Number (3 digits), in DDDD-TT-SSS
organization codes format. For district-level users, the school number is
associated with the 000. Multiple organization codes must be separated
user. with a colon (e.g., 5555-01-000:5555-01-001). Include
leading zeros.
Authorized Variable . T
F The values in this field Most users will have only one organization listed and

Organizations

should represent ALL
organizations
associated with the
user.

will have access to that organization and all
organizations under it. For example, a district user will
have access to all schools within that district, while a
school user will only have access to that school Users
can only create/modify organizations for users that
are within the organization(s) the user submitting the
file has access to.

If the organization code entered is invalid, the entire
record will error.
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CSV File | Column Max Field Description Field Notes
Column | Heading Length
Required. Not case sensitive.
Delimited field.
If a District Assessment Coordinator or
Assessment Administrator user role is indicated,
no other roles are needed. All permissions are
included in these roles at an organization level (district
or school).
Contains the role . Note: You cannot assign the District Assessment
code(s) associated with | coordinator (DAC) to any user. Pearson creates,
the user. enables and restores DAC user accounts 1-2 days after
information is updated in MDE-ORG.
The values in this field Note: If a user has the role of Technology Staff, Test
should represent ALL Monitor/Data Entry, or MTAS Score Entry, but must
c Rol Variable | rgles associated with also perform tasks associated with another of these
oles

the user account.

Refer to the
PearsonAccess Next User
Role Matrix for a list of
roles and associated
permissions.

roles, an additional role may be assigned to the user.
Multiple user roles must be separated with a colon
(e.g., Technology_Staff:Test_Monitor_DataEntry).

Users can only create/modify roles for users that are
within the organization(s) the user submitting the file
has access to.

Valid values are:
Assessment_Administrator
Technology_Staff
Test_Monitor_DataEntry
MTAS_Score_Entry

If the value entered is invalid, the entire record will
error.
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CSV File | Column Max Field Description Field Notes
Column | Heading Length
Optional.
If left blank, the system will populate the Start Date
field with a default value of the system'’s current date
and time (CT) when your file is processed. The Start
Date can also be pre-dated.
If the date entered is in the future, the “New Account”
email will not be sent until that date.
Format as: MM/DD/YYYY
Active Begin 10 Identifies when a user MM is the 2-digit month
H account becomes
Date active. DD is the 2-digit day
YYYY is the 4-digit year
For example, if a start date is March 1, 2021, it should
be entered as 03/01/2021. Leading zeros in the month
and day fields are not required.
The following error will display for incorrectly entered
dates: “Date is invalid. Date is less than 01/01/1990.”
Active Begin Date must be equal to or before Active
End Date.
Optional.
If left blank, the system will populate the End Date
field with a default value of 12 months after the
system's current date and time (CT) when your file is
processed.
Format as: MM/DD/YYYY
Identifies when a user | MM is the 2-digit month
account becomes DD is the 2-digit day
| Active End 10 inactive. If an account . o
Date has expired, the user YYYYis the 4-digit year

will receive an error
message upon login.

For example, if an end date is August 31, 2021, it
should be entered as 08/31/2021. Leading zeros in
the month and day fields are not required.

The following error will display for incorrectly entered
dates: “Date is invalid. Date is less than 01/01/1990.”

Active End Date must be equal to or after Active Begin
Date.
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CSV File | Column Max Field Description Field Notes
Column | Heading Length
Identifies whether the Required.
user account is Not case sensitive.
disabled. Use this field .
when a user no longer | Valid values are:
needs access to the Yes = Account should be disabled.
system (e.g., the user . .
J Disabled 3 retires). If an account is No = Account is not disabled.
disabled, the user will Disabled Date within the system will be populated
receive an error with current date if Disabled field on this file is set to
message when Yes.
attempting to sign into o L
PearsonAccess Next. Whe.n .a new user account is disabled, a notification
email is NOT sent to the user.
Identifies the reason *Required if Disabled field on this file is set to Yes.
K Disabled 1000 given as to why the user Field should be blank if Disabled field is set to No.
Reason account has been
disabled.
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